Changing Active Directory Server Roles

During a recent experience with a problem we were having with AD, we discovered more than we wanted to know about the Flexible Single Master Operation (FSMO, pronounced fizmo) roles of domain controllers in active directory. FSMO roles are made up of five components: 
Schema Master: the server assigned to this role is responsible for updating the AD directory schema. It then replicates changes to other servers, but this server is the only one which actually makes the change. You might update the directory from any other domain controller - but you are actually updating it on this server.

Domain Naming Master: the server assigned to this role makes changes to the forest’s DNS records for domains contained in the directory. In other words, it keeps track of which domains and domain controllers exist in the forest - additionally, it is the only server which has the ability to remove a domain from the directory. Again, you can make changes from any DNS computer in the domain, but this server is the only one who really makes the change. It then replicates these changes to all the other servers.

RID Master: each domain in a forest (just one if you have only one domain like we do) has a server assigned to this role. Every time a server creates a new user or group, it uses a SID (as you probably know). Each server keeps on hand a number of SID’s in a pool that it uses to assign to these new objects. When the server starts running low on SID’s in its pool, the RID master gives it more. The RID master also is responsible for the deletion of an object when moving it (a user or group for instance) from its own domain into another. Since an object can’t exist in both domains, it makes sure the object is deleted from its domain after it successfully copies to the other domain.

PDC Emulator: the server that runs this service is basically the king of your organization. Especially if you are not running in native mode (still stuck in mixed mode like we are). This role includes time synchronization (therefore, you need to have this server as the one pulling an external time source - since time is so important to later versions of windows, as by default you cannot even connect to a domain or resources inside it if you are more that 5 minutes off). In mixed mode it also manages (by manages, I mean you can do it on other DC’s but this one is the guy who actually does the work) password changes, account lockouts and password failures, and “handling” the older machines still running NT4 and 98, etc. Once you go to mixed mode, many of these become unnecessary taking much of the load off of the server running this service.

Infrastructure: when you have multiple domains, SID’s are not valid across domains - so when one object in one domain references another object in another domain, this is the server that sets up and verifies something called the GUID for this purpose. Basically, this one is responsible for keeping domains talking to each other - somewhat similar to the old “two-way-transitive-trusts” in NT4, but not exactly. 

There are two other very important roles for servers in active directory which are not FSMO’s: 
The preferred bridgehead server: If you have taken the time to split up your active directory sites and services into subnets and sites (which you really should if your organization exists in more than just one place, I won’t cover this here but there are about 10,000 googlable articles on how to set up sites and subnets in AD sites and services and I don’t feel like making it (10,001) then each site will have a preferred bridgehead server for protocols like IP and SMTP. If you have everything lumped together in one group - there will be only one bridgehead. AD picks one automatically, and if you only have one domain controller per site - it is a no-brainer.
Global Catalog Servers: especially in native mode, these guys are really important, but really noisy if you get a bunch of them. So plan this out before hand. The first server you bring up will be your global catalog. He contains a backup copy of your directory in addition to the one being replicated around the network. He also authenticates logins. Your first impression might be to assign all DC’s to be a GCS - bad idea, I’ll explain later. I will say you need more than one of these if you have a descent sized network. 
Before I go any further, but now that I have explained these roles, I want to say that if you make an Infrastructure DC a Global Catalog DC horrible things will happen. I hope pain is something you enjoy. OK - maybe not that bad, but it can get pretty hairy (whatever that cliché means). Something AD just doesn’t like about storing part of another domain on the same computer you are keeping a copy of the current domain’s AD. Just doesn’t work out. 
Anyway - the point of this article is to point out that AD is not human but is still responsible for making decisions, and thusly makes bad decisions sometimes. You will at some point in your IT career need to know how to change one of these things, and none of them are found in the same place (for good reason). Some of them are just downright hidden. If you do some of the things I am telling you to do, you will find yourself in access to things which will utterly destroy your domain, so please be careful. Again, Microsoft hides these things for a reason. 
If you are like us, you probably have one poor devil of a server that is running all seven of these roles, plus DNS, plus a half a dozen other things like being a file and a printer server. In most cases (but certainly not all) this is probably because you upgraded your old NT4 server to Windows 2000 when it came out, rather than scrapping your domain and starting from scratch. (we didn’t want to scratch load either) Then you may have added Exchange 2003 or a 2003 Server to your domain and even made the problem worse by jumping up to the 2003 Active Directory schema. Next thing you know, you’ve got an underpowered server doing just about everything. The old PDC (primary domain controller) concept may have died with NT4, but the effect is the same.
This is why (as we discovered) techs at Microsoft will tell you to kill that old box two weeks after you do all this. Reload it or throw it away. Which FINALLY brings us to the point of this blog. 
How to change the roles of a server - or offload these roles to another server:
As I mentioned AD makes decisions, and not always the right ones. You might have servers taking care of things that you don’t necessarily want them to. This will describe how to check and change this.
The easiest way to offload the roles of a server is to use DCPromo from the command line, removing the domain controller’s responsibility as a domain controller. AD will automatically assign other servers to these tasks. In the case of the overloaded server example above, you would then probably want to reload or just throw away that box. 
But what if you don’t want AD to make this decision for you? Each FSMO role can be changed from various locations, and the other two (bridgehead and GCS) are changed from still another. You can manually assign these rolls, either to offload the processing, or to take this domain controller out of the picture. I still recommend using dcpromo to remove the domain controller, however, or you will run into other problems.

The most intensive role is the PDC emulator, so we will start with that. The second is the Infrastructure. It is not a bad idea to take these more intensive roles and move them to separate servers, if you have the resources.
Moving The Schema Master:
The schema master is located in the schema itself and cannot be changed out of the box. There are no GUI utilities for doing this, but there is a hidden MMC you can launch after registering a .dll on a server. Register the dll file by typing (from the command prompt) regsvr32 schmmgmt.dll and you will get a confirmation that it succeeded. (hopefully). Open a new MMC by going to Start, picking run, the typing MMC and hitting enter. A blank mmc console appears.

Select Add/Remove Snap-in, click add, and pick the “Active Directory Schema” click add, close, and ok. Right-click the Active Directory Schema and click “change domain controller”, pick “Specify Name” and select the domain controller you want to change this role to and click ok. Then right-click the Active Directory Schema again and chose “operations master.” Click Change and you are on your way.
***WARNING*** 99% of the rest of the things in this MMC will destroy your domain. Nuf Said. 
Moving RID (relative identifier master), PDC Emulator, and Infrastructure:
These three are located together. Open Active Directory Users and Computers, then right-click your domain. Click “Connect to domain controller.” Pick the controller you want to move one of the roles to and click OK. Re-click the domain name again and click “operations masters” this time. Now you can change whichever one you want. Repeat as necessary until you have all three reassigned.
***AGAIN, remember not to move your Infrastructure to a global catalog server. Bad things will happen!*** 
Moving The Domain Naming Master:
This is almost identical to the three listed above, except this one is controlled through the Active Directory Domains and Trusts. Open this console. Right click “Active Directory Domains and Trusts” from the menu on the left and pick “connect to domain controller” and then pick the desired server from the list, click ok. Right click “Active Directory Domains and Trusts” again and pick “operations master” this time. Click change and you are on your way.
Changing/Adding/Removing Bridgeheads:
Again, this is not normally necessary as AD picks one server from each site and uses it. Should you decide you want to change the default setup - just open “Active Directory sites and services” from the administrative tools menu. Expand “Active Directory sites and services” on the left, expand sites, then expand the site you want to change. Expand servers, and right click the server you want to be your bridgehead. The first page gives you the options to set this server as your bridgehead. Selecting a bridgehead will override the default bridgehead for the site you are in. Only one bridgehead is possible at one site, and every site has one (even if you don’t see it selected.) If it isn’t selected, it was auto-generated.
Changing/Adding/Removing Global Catalog Servers:
Your global catalog servers are responsible for validating logins, among other things such as keeping an extra copy of the directory. Yes, yes, yes, you might think all your DCs are validating logins, but they probably aren’t. Which is ok, there isn’t that much traffic over your WAN involved in validating logins. If your local server isn’t a gcs or is unavailable a remote server is used. If that isn’t available you are logged on with cached information (assuming you aren’t restricting that in your policy, which you probably should.) 
So naturally you ask, why not make every DC a GCS (don’t you love acronyms?) well, I answer, because GCSs are NOISY in their replication. So it is a trade off, keep a couple of GCSs running so you aren’t ever without one, but only put them on areas of high traffic for logins. For me, the two largest branches and home office are GCS machines. This provides redundancy and keeps traffic from replication down.

The process of assigning a GCS is easy, just open “Active Directory sites and services” from the administrative tools menu. Expand “Active Directory sites and services” on the left, expand sites, then expand the site you want to change. Expand servers, and underneath that you will find NTDS Settings. Right click that and in the first window you will see a checkbox for Global Catalog. Check it. Click OK. There you are, brand new baby GCS! 
In conclusion - there are many ways to distribute roles across your network other than the way AD decided it should look when you set it up. Some can cause problems, but most can improve the performance of your network, especially if you upgraded it from NT.
I eluded to it in this article a couple of times, but the first step (which I didn’t cover) really is setting up your network topology. This is a great article on doing that. So get your topology set up correctly, then do some work balancing the load of some of these services. And for god sake, get that old twice upgraded PDC out of your network before you wind up in a situation like we did!!! 
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